Proofpoint Encryption User Cheat Sheet


External Users - Decrypting Secure Messages
Reading a Secure Message
When you receive a secure message, it will look similar to this in your mailbox:
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Click the attachment SecureMessageAtt.html to launch a browser.

Open the Attachment
If this is the first time you are receiving a secure message, you will be prompted to register with Proofpoint Encryption. Otherwise, you will be prompted to log in to Proofpoint Encryption. Click the Click to read message button.
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Registering with Proofpoint Encryption
The first time you receive a secure message, you will be prompted to create an account to register with Proofpoint Encryption. 
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Fill in the and then click Continue.

Read Your Message

The Reply option is available for all messages
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If you click Reply you cannot add more recipients to the message.
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Click Logout when you are done.
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The next time you want to read a secure message, you will be prompted to log in to Proofpoint Encryption using your password.
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ResettingYour Password

If you forgot your password, click the Forgot Password link.
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You will receive an email message with a link in it. Click the link to reset your password.

What if my account gets locked out?
Lockouts are temporary and will expire after 3 minutes. If your account is locked out and you can’t remember your password just wait 3 minutes and then reset your password using the regular process
Decrypting Secure Messages from a Mobile Device
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After two days, the user must click the attachment that contains the Secure Reader Proxy email address which can be used to forward the secure message. The user forwards the message to the Secure Reader Proxy mailbox. The user will then receive another message with a URL to click to authenticate with Proofpoint Encryption. After authentication, the user will be able to read the secure message.
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